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Abstract - pProtecting data over the network is one of the biggest challenges in the information security
field. Cryptography is one of the most important solutions for protecting data. Many algorithms can encrypt
data. This paper compares the performance of four encryption algorithms: AES, Blowfish, DES, and 3DES.
Testing the performance of these algorithms by using several text file sizes (10 MB, 30 MB, 50 MB, 70 MB, and
100 MB) shows that the fastest algorithm is AES.
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1.INTRODUCTION

Over the years, the need for security has increased. Cryptography is the method used to protect data.
During the years, the cryptography methods have been developed from the easiest to the most complex
ones in order to provide more security for data. This data is varying according to the field that it is used in,
so this data can be personal, medical, financial, and so on. Many terms are included in cryptography:
encryption, decryption, plaintext, ciphertext, key, and block size. Before moving deeply into the main
purpose of this paper, we will explain the cryptography terms briefly.

Encryption is a branch of mathematics that presents the principle of guaranteeing the security of sensitive
information. The encryption procedure happens by transforming the plaintext into ciphertext using varying
algorithms so the information is unreadable. In other words, encryption is the process of converting
readable data into unreadable data. The decryption operation is completely reversed of the encryption, so
it is converting the unreadable data into readable data (the original data). Plaintext is the data before it
gets encrypted. Otherwise, the ciphertext is the data after getting encrypted. The key term is the keyword
that the sender and the receiver know and use to encrypt and decrypt the data. On the other hand, the
block size is the size that is used to divide the data during the encryption and decryption processes as well.
Cryptography has two categories: symmetric and asymmetric. For symmetric encryption, both encryption
and decryption use the same key. On the other hand, asymmetric has two keys: a public key and a private
key.

e Data Encryption Standard (DES): In 1975, DES was developed by IBM. It is a symmetric key algorithm

with a 64-bit block size and the same 56-bit key.

 Triple Data Encryption Standard (3DES): 3DES was published in 1998. It is an enhancement of the
DES algorithm by using it three times with separate 64-bit keys used each time. 3DES is used to
enhance the security of DES.

» Blowfish: Blowfish was designed by Bruce Schneider in 1993. It is a symmetric key algorithm that
uses a 64-bit block size, and the key can range from 32 to 448 bits.
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e Advanced Encryption Standard (AES): AES is a symmetric key algorithm. It was published in 2001
by the National Institute of Standard Technology (NIST). It can use 128, 192, or 256-bit keys for
encryption.

2. RELATED WORK
According to the increase of the encryption algorithms, much of the recent research compares the
performance of these algorithms from different aspects. We will highlight the recent papers that present
these comparisons.

The authors in [4] applied the DNA cryptography techniques to three different symmetric cryptographic
algorithms, which are DES, AES, and Blowfish. The comparison is tested based on average encryption time,
average decryption time, and the effect of length of plaintext on encryption time and decryption time. The
results show that the DES-based DNA algorithm has the least encryption time, while the Blowfish has the
least decryption time.

In [5], the study focuses on testing the optimal times and throughputs (speeds) for data encryption and
decryption operations. They chose AES, Blowfish, Twofish, Salsa20, and ChaCha20 for this experiment.
According to the final results, the ChaCha20 has the best average time for encryption and decryption. The
Twofish algorithm has the lowest throughput.

The authors of [6] made an experiment by using Python programming to test the performance of AES,
Blowfish, and Twofish. The main criteria they considered were encryption and decryption time, throughput,
and 128-key size. AES is the fastest algorithm in terms of time and speed of encryption and decryption.
Otherwise, Blowfish is near AES in encryption and decryption speed.

In [7], the authors evaluated the performance of five encryption algorithms, which are DES, 3DES, Blowfish,
Twofish, and Threefish. They tested the performance by using the Python programming language. For
evaluating the performance, they used text files of sizes 1, 5, 10, 50, and 100 MB for testing the speed of the
encryption with different key sizes. For 3DES, Blowfish and Twofish used 128 key sizes, while 64 key sizes were
used for DES and 256 key sizes were used for the Threefish algorithm, and Blowfish was the fastest.

3. THE MECHANISM

3.1Data Encryption Standard
DES belongs to the symmetric key algorithm category. Using 16 Feistel rounds, DES encrypts and decrypts
data, and two permutations (P Boxes) are initial and final permutations, as shown in Figure 1.
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Final Permutation (FF)

Fig -1: The Structure of the DES Algorithm

To encrypt and decrypt data, DES uses a block of 64-bit data using the same 56-bit key (the actual length
of the key that is used is only 56 bits). The initial permutation overwrites the first bit with the 58th bit, the
second bit with the 50th of the input data, and so on. The initial permutation is the inverse of the final
permutation. Both are keyless operations. Figure 2 shows the round in the DES algorithm.

R (Right 32-bit)

Round

L (Left 32-bit) R (Right 32-bit)

Fig -2: The Round in the DES Algorithm

The 64-bit block is divided into two sub-blocks left and right after the initial permutation. The size of each
sub-block is 32-bits. The rule of the DES function is to take the right part of the 32-bit data and convert it to
48-bit for XORing with a 48-bit key. Then the result of XORing a 48-bit insert into the S-Box produces a 32-
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bit output. Swap the left part 32-bit of the data with the right one after each round. This process is repeated
16 times in the DES algorithm. After finishing the last round, the final permutation combines the left and right
parts into one 64-bit block.

3.2 Triple Data Encryption Standard

The main purpose of the 3DES algorithm is to increase the protection and security of the data. Although
3DES is more difficult to crack than DES, it needs more time consumption than DES in the encryption process.
Figure 3 presents the structure of the 3DES algorithm.

- D
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K1 K2 K3

Fig -3: The 3DES Algorithm Structure

The mechanism of the 3DES algorithm is to encrypt the plaintext three times using the DES algorithm, each
time with a different key. According to that, 3DES has three keys. Key 1 and Key 2 are different, but Key 1 and
Key 3 are the same.

3.3 Blowfish

To encrypt data, Blowfish divides the block of 64-bit data into left (L) and right (R), 32-bit for each. The
Blowfish operates through 16 iterations (i = 0 to 16). At each round, L and Pi are XORed, then the output
passes to the blowfish function (F), which contains 4 key-dependent substitution boxes. The output from
the function and R are XORed. After that, the left part and the right part are swapped. This process repeats
16 times. Pi is an array that contains 18 sub-keys; each sub-key is 32-bit. The Blowfish algorithm encryption
process is shown in Figure 4.
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Fig -4: The Blowfish Algorithm Encryption

After 16 rounds are finished, the last step is swapping between L16 and R16 and XORing them with P18 and
P17, respectively, and finally combining them to produce the ciphertext. Decryption is the same process as
encryption but reversed.

3.4 Advanced Encryption Standard

The AES algorithm, which is a symmetric key algorithm, has different size keys, 128, 192, and 256, and the
rounds in the AES depend on the size keys 10,12, and 14 rounds, respectively. Figure 5 presents the encryption
operation for the AES algorithm.
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Fig -5: The AES Algorithm Encryption

The AddRoundKey process is added before starting each round. Each round has the same process: S-box
substitution, shift rows, and Mix columns, except for the last round, which has no Mix columns process.
AddRoundKey is the process of XORing the round key with the block of data. S-box substitution is the
process of replacing each byte of the input with another byte from the S-box table. Shiftrows is the process
of shifting the bytes in the rows to the left; the first row is fixed with no shifting, but from the second row to
the fourth row is shifting increasingly by the row. Multiplying each column in the matrix by a fixed polynomial
matrix is the process of mixing columns.

4. PERFORMANCE EVALUATION
4.1 Implementation
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The experiment was done by running a Python code for each algorithm to test the speed of encryption of
text files. The sizes for the files are 10 MB, 30 MB, 50 MB, 70 MB, and 100 MB. The experiment was on Microsoft
Windows 11, a 64-bit operating system, and an Intel Core i7 13th Gen processor.

4.2 Results
The experiment results showed that the fastest algorithm is AES, followed by Blowfish, then DES, and the last
was 3DES. Chart 1 presents the encryption speed for the four algorithms applied to five files of different sizes.

Algorithms Encryption Speed
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Chart -1: Algorithms Encryption Speed

Chart 2 shows the chart for the encryption speed for the algorithms after calculating the mean value for
the speed of the five files that were used for the encryption process.
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Chart -2: The Mean Value for Encryption Speed
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The final results of testing the four algorithms are summarized in Table 1. The time in the table is calculated

in seconds.

Table -1: Summary of Encryption Speed

Algorithms
File size

AES Blowfish DES 3DES
10 MB 0.0126 0.0458 01314 0.3459
30 MB 0.0652 0.1287 0.4053 1.0861
50 MB 0.1021 0.2093 0.7095 1.8459
70 MB 0.1271 0.3043 0.9487 2.551
100 MB 0.1822 0.4418 1.4841 3.4786

Another way to check the performance of the algorithms is by testing the throughput. As shown in Chart 3,
the AES algorithm provides the highest throughput, which means this algorithm has the best performance
among the four algorithms.
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Chart -3: Algorithms Encryption Throughput
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Table 2 represents how many kilobytes of data are encrypted per second for the four algorithms.

Table -2: Algorithms throughput

File size

Algorithms throughput (kilobytes per second)

AES

Blowfish

DES

3DES

10 MB

758170.54

208343.24

73536.45

26487.16
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30 MB 54599312 237281.81 65528.79 29090.97
50 MB 489384.80 218684.92 73136.51 28813.61

70 MB 574121.64 219661.09 70465.49 28971.46
100 MB 553857.41 216097.85 72468.63 28809.73

5. CONCLUSIONS

The speed of encryption is one of the most critical measures to evaluate the performance of the algorithm.
This paper shows a comparison between DES, 3DES, Blowfish, and AES to test the performance of the
encryption speed of five different sizes of text files: 10 MB, 30 MB, 50 MB, 70 MB, and 100 MB. The results show
that the fastest algorithm is AES, followed by Blowfish, then DES, and the slowest one is 3DES.
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